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Abstract of the contribution: Two already identified requirements – for subscriber identifier privacy on the radio interface, and for UEs even in idle mode to be protected from spoofed network signalling – naturally lend themselves to solutions based on network public keys.  This contribution outlines such a solution.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
Key Issue #4.1 “AS security during RRC idle mode” includes the following potential security requirement:

Next generation system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell.
Although it could be more clearly stated, it is clear from the preceding discussion that what is needed is for the UE to be able to verify the authenticity of sensitive signalling messages from the network, with the focus being primarily on denial of service attacks from false networks.

Key issue #7.1 “Subscriber identifier privacy” discusses the leakage of permanent subscriber identifiers, such as IMSI, on the radio interface (as well as related matters such as the linking of temporary identifiers to each other or to permanent identifiers, the refresh rate of temporary identifiers, and so on).  One ideal would, of course, be to ensure that permanent identifiers are never sent in clear over the radio interface, but there is doubt about whether this is feasible, as per the following editor’s note:
Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber identifiers in the radio interface.

Both of the above requirements can be naturally met, at least in a “pure 5G” context, if any legitimate network always has a private key for which the UE can verify the corresponding public key.  The first requirement is met by having networks sign signalling messages, and UEs verify the signatures; the second is met by having UEs encrypt their permanent identifiers using the network public key, with the network decrypting.
Having such verifiable network public keys always available is not trivial, and requires a certain amount of public key infrastructure.  But the challenges do not seem insurmountable.  We therefore propose solutions.

Our proposal requires support for the encryption and signature mechanisms in all 5G networks.  It does not require support for them in UEs: some UEs can take advantage of the security provided by these mechanisms, but other UEs (e.g. more battery constrained ones) can simply not use them.  To allow this, the signature schemes that we choose must be “signature schemes with appendix” – where the signature is appended to the message, and the message is readable without verifying the signature.  (The alternative, “signature schemes with message recovery”, would require the verification process to be run before the message can be read.)

The most obvious choices for the public-key-based encryption and signature algorithms are:
· RSA encryption and RSA signature.  Specifically, we suggest RSAES-OAEP for encryption and RSASSA-PSS for signature (both specified in PKCS #1 v2.2 [2] and RFC 3447 [3]).
· With elliptic curves, ECIES (Elliptic Curve Integrated Encryption Scheme) for encryption and ECDSA for signature.  There are several possible options within ECIES, with no single dominant standard (see e.g. ANSI X9.63 [4], IEEE 1363a [5] or ISO/IEC 18033-2 [6]); for now, we leave this open.  For ECDSA we refer to FIPS 186-4 [7].
In this proposal we recommend the use of the Elliptic Curve algorithms, and mention the RSA alternatives in a note.

The algorithms listed above are all vulnerable in the face of possible future quantum computing attacks.  For this reason, and for general robustness in the face of cryptanalytic advances, the solution should allow for new algorithm variants to be introduced and old ones phased out.  There are different possible approaches to this, each with its advantages and disadvantages; here we mention these in an editor’s note, with a view to making a concrete proposal at a later meeting.
2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1].
The first change is to the references section, and is presented change marked:

~ ~ ~ Start of first text proposal ~ ~ ~
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.799: "Study on Architecture for Next Generation System".
[3]
3GPP TR 22.861: "Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things". 
[4]
3GPP TR 22.862: "Feasibility Study on New Services and Markets Technology Enablers - Critical Communications". 

[5]
3GPP TR 33.849: "Study on subscriber privacy impact in 3GPP".
[6]
3GPP TR 22.864: "Feasibility Study on New Services and Markets Technology Enablers - Network Operation".
[7]
3GPP TR 22.891: "Study on New Services and Markets Technology Enablers".
[8]
3GPP TS 22.185: "Service requirements for V2X services".
[9]
NGMN Alliance [Internet]. [cited 13 April 2016]. Available from: https://www.ngmn.org

[10]
NGMN 5G White Paper V1.0 [Internet]. [cited 13 April 2016]. Available from: https://www.ngmn.org/fileadmin/ngmn/content/downloads/Technical/2015/NGMN_5G_White_Paper_V1_0.pdf
[11]
5G Ensure Project [Internet]. [cited 30 March 2016]. Available from: http://www.5gensure.eu/
[12]
5G Ensure Deliverable D3.1 - 5G-PPP security enablers technical roadmap (early vision) [Internet]. [cited 30 March 2016]. Available from: http://www.5gensure.eu/sites/default/files/Deliverables/5G-ENSURE_D3.1-5G-PPPSecurityEnablersTechnicalRoadmap_early_vision.pdf
[13]
3GPP TR 22.863: "Feasibility Study on New Services and Markets Technology Enablers - Enhanced Mobile Broadband". 
[aa]
FIPS Publication 186-4 “Digital Signature Standard (DSS)”, http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
~ ~ ~ End of first text proposal ~ ~ ~
The second change introduces the signature solution.  It consists entirely of new text, and is therefore presented without change marks, for easier reading:

~ ~ ~ Start of second text proposal ~ ~ ~
5.4.4.a
Solution #4.a: Network signs selected signalling messages
5.4.4.a.1
Introduction  

This solution addresses key issue #4.1.

5.4.4.a.2
Solution details  
In this solution, NextGen networks need to have private keys, and UEs can obtain the corresponding public keys and verify their authenticity.  The network then uses the private key to append a digital signature to sensitive (broadcast or UE-specific) downlink signalling messages, and the UE can verify the authenticity of those messages.  This prevents a false network from spoofing those messages successfully.
Editor’s note: It is ffs which messages should be signed.  It is also ffs how exactly message formats should be adapted to accommodate an appended signature.

The mechanism is mandatory to implement and mandatory to use in networks.  It is optional to support and optional to use in UEs.  Legacy UEs, or UEs for which signature verification would be in some sense too demanding, can ignore the appended signatures and treat all network messages as genuine.

5.4.4.a.2.1
Provisioning and management of keys  
This solution requires one or more global Certification Authorities (CAs).  Each network needs to have a root key pair, with the public key certified by one of the CAs.

NOTE:
An alternative approach, avoiding centralised CAs, would be to have every home network sign visited network certificates to be used by the home network’s own subscribers.  The list of visited network certificates available to a subscriber could be maintained by an OTA mechanism.  This alternative seems harder to maintain, however.

All CA root public keys should be programmed into each UE that supports the present solution.  These root keys could in principle be either in the USIM (or its NextGen equivalent) or in the ME.  The solution proposed is as follows:
-
The UE first looks for three lists on the USIM:

o
A list of Permitted CA Certificates.  Each entry on this list is a full root certificate.

o
A list of Forbidden CA Certificates.  Each entry on this list is an unambiguous certificate identifier.  
o
A list of Forbidden Network Certificates.  Each entry on this list is an unambiguous certificate identifier.  
-
Dependent on what lists are present on the USIM, then UE may also look for lists on the ME, as follows:

o
If there are no Permitted CA Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Permitted CA Certificates on the ME.
o
If there are no Forbidden CA Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Forbidden CA Certificates on the ME.
o
If there are no Forbidden Network Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Forbidden Network Certificates on the ME.
By initially including a dummy Forbidden CA Certificate on the USIM, the MNO can in effect indicate to the UE that it (via OTA to the USIM) will manage the Forbidden CA Certificate list.  Similarly, by initially including a dummy Forbidden Network Certificate on the USIM, the MNO can in effect indicate to the UE that it (via OTA to the USIM) will manage the Forbidden Network Certificate list.  (An alternative would be to have a flag on the USIM indicate this intention to the UE.)  Otherwise, the two forbidden certificate lists can be managed in ME software updates.
Each NextGen network generates one or more (Network Private Key, Network Public Key) pairs, and obtains corresponding Network Certificates signed by one of the global CAs.  The Network Private Key is not used directly for signing signalling messages.  Instead, individual network nodes generate or are provided with (Network Node Private Key, Network Node Public Key) pairs, with the Network Node Public Key signed by a Network Private Key in a Network Node Certificate.
Network Node Certificates have a relatively short duration, e.g. one day.  The UE should cache at least the most recently seen Network Node Certificate, and may cache more.
The Network Node Private Key is then used to sign messages.  The network node broadcasts its Network Node Certificate, which the UE will be able to verify.  Having verified the Network Node Certificate, the UE will also be able to verify signatures on signalling messages.

5.4.4.a.2.2
Revocation  
There are three levels of certificate: Global CA Certificates, Network Certificates, and Network Node Certificates.

Revocation of Global CA Certificates is managed by the use of Certificate Revocation Lists on the UE.  The home network can send OTA messages to update the list of Forbidden CA Certificates, or the list of Permitted CA Certificates, or both.  Device vendors may also update the ME-based list of Forbidden CA Certificates and/or the ME-based list of Permitted CA Certificates in software updates.  Trusted online revocation servers may also be used, in which case the UE will check the revocation server periodically, and use relevant information found there to update its own local list of Forbidden CA Certificates.

Revocation of Network Certificates is also managed by the use of Certificate Revocation Lists on the UE.  The home network can send OTA messages to update the list of Forbidden Network Certificates.  Device vendors may also update the ME-based list of Forbidden Network Certificates.  Trusted online revocation servers may also be used (in particular, managed by the CAs that issued the Network Certificates), in which case the UE will check the revocation server periodically, and use relevant information found there to update its own local list of Forbidden Network Certificates.

Network Node Certificates are not revoked – just allowed to expire, and not renewed.
5.4.4.a.2.3
Signature algorithms and algorithm selection  
UEs supporting this solution must support the ECDSA signature algorithm [aa].
NOTE:
An alternative signature algorithm would be RSASSA-PSS (specified in PKCS #1 v2.2 and RFC 3447).

Editor’s note: It is ffs how best to support new algorithms in future, such as quantum computing resistant algorithms.  Options include 
(a) New algorithms are supported by new UEs, and where possible in current UEs via patching; new algorithms are mandatory to support in networks, and network appends multiple signatures computed using all available algorithms.  The UE pays attention only to the "best" algorithm that it supports.  The biggest downside of this approach are that all networks must be upgraded before a new algorithm can be introduced on the UE side.
(b) Networks broadcast which algorithms they support, and the UE chooses the "best" algorithm that it has in common with the network.  The network appends multiple signatures computed using all available algorithms.  The biggest downside of this approach is that a false network can say that it only supports the weakest algorithm.

(c) A list on the UE, updated by the home network, tells the UE which visited networks support the new algorithm(s).  An attacker who can’t break the new algorithms then can’t pose as one of those networks, but can pretend to be another network instead.
5.4.4.a.2.3
UE actions
A UE supporting this solution will reject a signalling message that it expects to be signed, unless the following conditions are all true:

-
the message has a signature that the UE can verify using a Network Node Public Key;

-
the Network Node Public Key has a certificate that the UE can verify a Network Public Key;
-
the Network Public Key has a certificate that the UE can verify using a root CA certificate in its Permitted  CA Certificates list;

-
the root CA Certificate is not in the UE’s Forbidden CA Certificates list;

-
the Network Certificate is not in the UE’s Forbidden Network Certificates list.
If the UE rejects a message then it does so silently, with no error message being returned.

5.4.4.a.3
Evaluation 
TBD

~ ~ ~ End of second text proposal ~ ~ ~
The third change introduces the encryption solution.  It consists entirely of new text, and is therefore presented without change marks, for easier reading:

~ ~ ~ Start of third text proposal ~ ~ ~
5.7.4.b
Solution #7.b: UE encrypts permanent identifier sent to network

5.7.4.b.1
Introduction  

This solution addresses key issue #7.1.

5.7.4.b.2
Solution details  
In this solution, NextGen networks need to have private keys, and UEs can obtain the corresponding public keys and verify their authenticity.  The UE never sends its permanent identifiers (e.g. IMSI, IMEI) in clear, but only ever encrypted using the (verified) public key of the network.
Editor’s note: It is ffs which messages should include encrypted identifiers.  It is also ffs how exactly message formats should be adapted to accommodate the encrypted identifiers.

The mechanism is mandatory to implement and mandatory to use in networks.  It is optional to support and optional to use in UEs, but support and use is recommended.  Legacy UEs, or UEs for which signature verification would be in some sense too demanding, can send identifiers unencrypted, and networks should still accept these.

5.7.4.b.2.1
Provisioning and management of keys  
The provisioning and management of public keys and certificates is the same as in solution #4.a.  The UE uses the Network Node Public to encrypt permanent identifiers.
Editor’s note: It is ffs whether to use the same Network Node key pair for both signature (in solution #4.a) and encryption (in solution #7.b), or to use a different key pair for each.

5.7.4.b.2.2
Revocation  
Revocation is the same as in solution #4.a.
5.7.4.b.2.3
Signature algorithms and algorithm selection  
UEs supporting this solution must support the ECIES signature algorithm.

Editor’s note: It is ffs what reference to use for ECIES.

NOTE:
An alternative signature algorithm would be RSAES-OAEP (specified in PKCS #1 v2.2 and RFC 3447).

Editor’s note: It is ffs how best to support new algorithms in future, such as quantum computing resistant algorithms.  See the corresponding editor’s note in clause 5.4.4.a.2.3.
NOTE:
It is important that any encryption algorithm used for this solution is probabilistic, so that the same identifier  encrypted twice gives two different, unlinkable results.

5.7.4.b.3
Evaluation 
TBD

~ ~ ~ End of third text proposal ~ ~ ~
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